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KORELOGIC – PUBLIC: VULNERABILITY DISCLOSURE POLICY
This document addresses KoreLogic’s policy, controls, and organizational responsibilities
associated with its Vulnerability Disclosure Program. Specifically, this document defines
KoreLogic’s vulnerability disclosure policy, process and guidelines to product vendors, security
vendors, and the general public.
Scope
During the course of our practice as security researchers, KoreLogic may discover novel
vulnerabilities in public software and hardware products released and/or sold by a person,
group, organization, or company (Vendor).
The purpose of KoreLogic’s Vulnerability Disclosure Program is to responsibly distribute
vulnerability information to the public in a controlled manner and follow common industry
practices associated with disclosing newly identified vulnerabilities, which are not protected by
KoreLogic client confidentiality/non-disclosure agreements.
Policy
Based on Scope defined above, the following policies will guide KoreLogic’s Vulnerability
Disclosure Program:


KoreLogic will responsibly notify the appropriate product Vendor of a security vulnerability
with their product(s) or service(s).



Regardless of Vendor acceptance or validation of the vulnerability, KoreLogic will release
the vulnerability to the public upon completion of the steps defined in the Disclosure
Controls / Process Section documented below. The standard disclosure deadline will be
forty-five (45) business days after initial Vendor contact.



All decisions regarding final public release status are made at the discretion of KoreLogic’s
Vulnerability Disclosure Review Board. Unless there are exceptional circumstances where
this body has determined a delayed public release period is warranted, KoreLogic will follow
the standard disclosure process.



KoreLogic will make every effort to work with the Vendor to ensure they understand the
technical details and severity of a reported security vulnerability. If a Vendor is unable to, or
chooses not to, patch a particular security flaw, KoreLogic, where possible, will offer to work
with that Vendor to publicly disclose the flaw with an effective workaround. In no case,
however, will a vulnerability disclosure be suppressed as a result of Vendor intervention.



KoreLogic will not release vulnerability information without first attempting to contact the
Vendor. KoreLogic will internally vet any vulnerability and/or remediation information that it
provides to the Vendor.



Communication between KoreLogic and the Vendor regarding vulnerability notification may
be published publicly once the vulnerability itself has become public. Vendors will be
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apprised of any publication plans, and alternate publication schedules may be negotiated at
the discretion of the KoreLogic Vulnerability Disclosure Review Board.


In cases where the Vendor is unresponsive, or will not establish a reasonable time frame for
remediation, KoreLogic may disclose vulnerabilities fifteen (15) business days after the initial
contact is made, regardless of the existence or availability of patches or workarounds. The
final determination of the type and schedule of publication will be based on the best interests
of the community overall.

Disclosure Controls / Process
KoreLogic will utilize the following controls and processes to guide KoreLogic’s Vulnerability
Disclosure Program:
1. Vulnerabilities disclosed during KoreLogic’s disclosure process have been identified by our
security engineers and analyzed by our Vulnerabilities Disclosure Review Board.
2. Upon discovery of a new vulnerability, KoreLogic will verify, using various open-source
vulnerability databases, that the vulnerability has not been previously disclosed.
3. Upon identification of a security vulnerability, KoreLogic's first attempt at contact will be
through any appropriate contacts or formal mechanisms listed on the Vendor's Web site, or
by sending an e-mail to the appropriate security point of contact (e.g., security@, support@,
info@, secure@vendor.com, etc.) with the pertinent information about the vulnerability.
KoreLogic will not submit vulnerability information via online forms. However, online forms
may be used to request the Vendor's security point of contact information. KoreLogic will
PGP-encrypt all emails exchanged with the Vendor if the Vendor supports PGP and can
provide a public key. During this initial e-mail notification, KoreLogic will indicate its plan to
disclose the vulnerability according to a specific timeline. The Vendor is encouraged to reply
to the initial e-mail and work with KoreLogic to determine a solution timeline.
4. Simultaneous with the Vendor being notified, KoreLogic may distribute vulnerability
protection updates for the purpose of detecting and/or remediating this vulnerability to any or
all of its clients who may be affected.
5. If the Vendor fails to acknowledge KoreLogic's initial notification within five (5) business
days, KoreLogic will initiate a second formal contact to a representative for that Vendor. If
the Vendor fails to respond after an additional five (5) business days following the second
notification, KoreLogic may rely on an intermediary to try to establish contact with the
Vendor. If KoreLogic exhausts all reasonable means in order to contact the Vendor, then
KoreLogic may issue a public advisory disclosing its findings fifteen (15) business days after
the initial contact.
6. KoreLogic reserves the right and may notify Carnegie Mellon’s Computer Emergency
Response Team (CERT) or US-CERT, whether or not the product Vendor has responded to
KoreLogic.
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7. KoreLogic realizes some issues may take longer than the allotted time due to mitigating
factors, and we are willing to work with Vendors on a case-by-case basis to resolve the
matter in a reasonable time frame. If the Vendor is not responsive, unable, or unwilling to
provide a reasonable statement as to why the vulnerability is not fixed within the allotted
time frame, KoreLogic, with or without any additional notice, may publish a public advisory
to inform the defensive community. KoreLogic expects Vendors who have requested extra
time to proactively provide periodic, but not less than monthly, status updates on their
remediation progress. If an expected update is not provided, KoreLogic will make up to three
(3) attempts to solicit one and if no update is provided after that KoreLogic, with or without
any additional notice, may publish a public advisory to inform the defensive community.
Organization Responsibilities
KoreLogic maintains a right to the following:


KoreLogic may produce and provide a timeline for release and notification as outlined in
Step 3 above. The initial e-mail will also provide the Vendor with information about the
vulnerability, scope of vulnerability, disclosure timeline, and other useful information for
reproducing the issue where feasible. In cases where Proof-Of-Concept (POC) exploit code
is available, KoreLogic will provide and securely transmit such information only upon request
to the Vendor. This includes all code and information required to allow the Vendor to verify
the vulnerability and develop an appropriate solution.



Public disclosure may include the release of the vulnerability details on the KoreLogic web
site. KoreLogic may also release the vulnerability details through industry standard media
avenues at its own discretion or that of the Vulnerabilities Disclosure Review Board.



KoreLogic may deem it necessary to release the vulnerability details before the initially
planned or policy controls release schedule. Extenuating circumstances or situations that
require changes to an established schedule may include but are not limited to the following:


Highly active exploitation



Threats of an especially serious nature, including but not limited to:
o

Potential impact to critical infrastructure

o

Possible threat to public health and/or safety



Vendor releases a patch and acknowledges the vulnerability publicly in advance of the
indicated timeline



Wide-spread exploitation of the vulnerability is evident



Publication of details of the same vulnerability by a third party, such as by independent
discovery



Media coverage about the vulnerability exposes the vulnerability to the public



Immediate mitigations are available
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Policy Management
KoreLogic updates its policies, processes, and procedures on a regular basis. KoreLogic
reserves the right to modify the policies, controls, process and its responsibilities associated
with its Vulnerability Disclosure Program without notice to Vendors or public. Vendors are
encouraged to contact KoreLogic should clarification of the disclosure policy be required.
For specific questions, please send inquires to the following email address:
disclosures@korelogic.com
The fingerprint for the PGP key associated with this address is:
F9C4 ABB6 9E63 4091 2DAD AEF4 4D65 9A2C 0E19 890C
And the full public key, also available at https://www.korelogic.com/0E19890C.asc, is:
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